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NATIONAt. SECURITY AGENCY 
CENTRAU SECURITY SERVICE 

rort' clones* O. MEUPC^ 907&&-«C00 

26 February 2007 

MEMORANDUM FOR THE CHAHt^UN. INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretarj-' of Defense llntelligenee Oversight) 

SUBJECT: (U/>P OUO ? Ropori to the Intelligence Oversught Board on NSA 
Activities - INFORMATION MEMORANDUM 



(UZ/ EOUQ) Except as previously reported to you or the President or othcru’ise 
stated in the enclosure, we have no reason to believe that any intelligence activnties 
of the Notional Security Agency during the quarter ending 31 December 2006 were 
unlawful or cotiti*ary to Executive Order or Presidential Directive, and tiius required 
to be reported pursuant to Section 1.7.(d} of Executive Order 12333. 

(U//FODO) The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Board or members of the staff of the Assistant to the 
Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

BRIAN 

Acting Inspector General 
Vl' 

General Counsel 


OT.POTENZA ^ 


R. MCANDREW 


(U/ffOUOT I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. 



KEITH B. A1,EXANDER 
Lieutenant General, U. S. Army 
Director, NSA/Chief. CSS 


End: 

Qwirtinly Report 


P^Dproved for Release bv NSA on 12-19-2014 FOIA Case #70809 fLitiaationl 
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This Mcffiorancfuin is UfK^assiGeil 
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1. (U) INSPECTOR GENERAL ACTIVITIES 
a. Reviews 

(0//Sf) During this quarter, the Office of Inspector General (OIG) rG\aewed 
various int^illigence activities of the National Security A^ency/Central Security 
Service (NSA/CSS) to determine whether they were conducted in accordance with 
applicable statutes, Executive Orders (E.O.s), Attorney General (AG) prwedures, 
and Department of Defense (DoD) and internal directives. With few exceptions, the 
issue.? presented w-erc routine and indicated that the operating elements 
understand the restrictions on NSA/CSS activities. 

(b)II) 

b. (U)Inspections ciii)^-p.L. 86-36 

fg//RE L|_I Ins pectors from! | ' 86- 

| and the NSA/CSS OI G completed a johit inspection of NSA/CSS Texas! 

The process to track I "I databaso access and the | i ^ : : d : r l 86-36 

developed by the Counterterrorism division were commendable; however, the , b) 13) -so use 302 4 (1) 

ijitelligence oversight program suffexs from fragmented management, a lack of 
consolidated control, and n lack of oversight at the program level. The NSA/CSS 
OIG will track the defnaencies and oversee corrective action. 

2. (U) GENERAL COUNSEL ACTIVITIES 

(G//OI) The NSA/CSS OGC reviewed various intelligence activities of the 
NSA/CSS to determine whether they were conducted in accordance with ajiplicable 
statutes, E.O.s, AG procedures, and DoD and internal directives. The OGC advised 
Agency elements on a number of questions, including the collection and 
dissemination of communications of or concerning U.S. persons; the reporting of 
possible violations of federal criminal law contained in Signals Intelligence 
(SIGINT) product; the testing of electronic equipment, and the ai>pUcability of the 
Foreign Intelligence Surveillance Act (FISA). With few exceptions, the issxres 
presented were rcmtinc and indicated that the operating elements understand the 
restrictions on NSA/CSS flctivitios. 
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3. (U) SIGINT ACTIVITJES 



U.S. Persons 


(1) (U) Intentional 


/tb}(1) 

(\>> taj-P.L. 86-36 


a. ITSjf/Sl) Dunng tiiis quarter, the Director. NSA/Ctilef CSS (DIRNSA/CHCSS) 

gianJcd approv'ai for cons«JSual collection ^.•Un str~|D.S. persons, DfRNSA/CHCSS 
also approved non-coiisensujil ool kction of | | U.S. companies ojwnly owned tind 
controll ed by foreign governnicnts, .S. organization belie\-ed to su pport- terrorist 
acUvity. r l agems of foreign powers durin g travel in the United S tares.l lU-S. 
citizens bcltev'ed to have b eeial held agai nst theirwiU tnl I 

U.S. ojh/.en hostag ef l and l i belicved to 

have been Uikeai hostage r _ | DIRNSA/CHC-SS-approved 

consensuJil collertion agmnst [ | U.S. t>ci'so«s was routinely terminated this quarter. 

b. iC/yS t H n^c AG granted aiitlvsrity to collect the cornmunicaUons of ] | U,S. 
persons overseas during this quarUjr. 

j 

je.)<3)-P.l.. 86-36 

f 2 WU) UnintGritional (b)( 3 i-t 8 use 793 

tz; tu; unHiicnuofidi , (b) (3)-50 use 3024 (i) 

•C '.5)-P.I,. 86-36 




Jnsianccs in which SIGINT anaJj’sts inadvertently 


collected communications to, from, or about U. S. peisions while ijursuing loreign 
intelligence tasking weic reported this qtiarter. All of the incidents wtstc reported to 
responsible oversight oPRa'als. and corrective actions were taken. W’hcrc appropriate. 
th<i following actions were taken: 


'S') ID 

it') (3)-P.I-. 86-36 


• The selectors or telephone numbers for tlic affected collection were detasked 


Querieii were aborted axid deleiedi 

1 

1 T 

1_ \ 

lbr(3)-P.L. 86-36 


• Intercepts were deleted and trojiscrints were removed from I Idate base. 



H' 

r 

1 

land tile related quexv w'ere deleted from 

11 

1 


---^ 


-1 ■ ■ . ./ 
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(b)(3)-P.L. 86-36 
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ibl (1) 

lb!(3!-P.L. 86-36 
lb!(3)-50 use 3024(i) 


• lna<lv<-rtcju coHcciioji ihai. had bcen i kluring the anaJvsi s nha.se <?! 

StGl^^* ]>ro<jiicrion was removed from thc|_____[sysi.gxn. | 


lb)(3)-P.L. 86-36 

« A largui accoiuit u-as d<^iasked a nd related data was reinoved from the 

k>i>rlal. 


b. 4£/y'OffCon'exllve aetJons lo lessen the risk of recunence incJufled 
addition^jj training sind education, changes to internal controls, software changes, 
or <iiscussions with our Intelligence Community partners responsible for Human 
intelligence. 


b. (U/ /rOUO) Dissemination of U.S. Identities 


(1) (U) intentionaJ 


(b)(1) 

(b)(3)-P.L. 86-36 


jUSTlFICATION 

Unmasked by 
Analyst 

Unmasked at User 
Request 

TOTAL 

7i.c Nccessaxy 


7.2.C.1 Foreign Official 

7.2.c3 fotemabonal Narcotics 

7.2.C.4 Criminal Activity 

7.2.C.7 U.S. Government CXfkiat 

TOTAL 


—(O//0H-ln accordance with section 7 of United States Signals Intelligence 
Directive (USSiD) SPOO18. U.S. identities were disseminated l k imes duitiig this 
quarter, 'fhe following table shows tiie justification and the number of instarices of 
itissenvbration. In tlie "tJnm^ked by An^sC column, the U.S. identity was revealed 
in a serialized aid product; in liie “Unmasked at User Request" column, a U.S. 
kJentity was reteased to a user at the user's request. 


(2) <U) Unintentional 


- (S//Sfe During this quarter, [~~{ SIGINT products were cancelled because they 
ooTitained the identities of U.S. persons, organizations, or entities. In all instances, 
the reports wore either not reissued or were reissued with the proper minimization. 
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_j he biJj ensures that the personiiei are trained 

ly the OGC on NSA,^SS’s leg al re^rictions and on proper handling and 
iissemmatioB of SIGINT daia | ~| S uch person s 

vorking in or -with SID during this quarter included jenresentatives ofl I 


4. (U) OHier Activities 

a. (U/ /FOUO ^Fo<'etgn Intelligence Surveillance Act (FISA) Incictents 


ib)(3)-P 
'r.'; ij)-l 
lb)(3)-5 


_[speaJting employees of a | 

were authorized for tiie collection of| 
e.niployees. The use was traced back to | 
associated with the U.S. persona were detasked. 
reoortine resulted from the cnllection. ;c) (i) 


SA anal3^ts re cognized that the 

had used telephones that 


I The telephone numbora 
le coUection was destroyed. No 


Httman error resulted in the tareetine of 




argeldng of the! hational had been termina 


when he left the United States id I The eiettronic tnm 


ress was detasked 


w'as purged trom the) fcitabase 
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(4) (TC/ZOlZ/Ni^THuman. error resulted in the collection 


]ihat 


were outside the time p eriod authorized by the Foreign Intelli gence Surveillance 
Court (FISC). Althougbl 
was vsigned on| 


1 after the FISC ordef 


( 1 ) 


){3)-P.L. 86-36 
:t:-) (3)-18 use 798 


1 Thedt ^umente were deleted (3)-5o use 3024(i) 
Jwhen the error was discovered_ 


(ins from m authori zed target woi ^ collected aft er 
he enlcio d the United States. | | NSA learned 

I Hthat th e target had been in the United States from|_ 

I 


(to (1) 

•I ) (i)-P.L. 86-36 


|. All target-associated collection was de.stroyed. 
(bHTfj//01//l'lF)r ^ NSA pnalv.sta termiq ntod tasking on 


I at a FISA-targeted 
Slato.s when NSA learned tbcT 


I 


3 ; 


n the United 


■ft?) ( 1 ) 

i.fy) (3)-P.L. 86-36 
t)(3)-18 use 798 


] No reporting resulted from the tb)(3)-50 use 3024(i 


unauthorized collection. NSA analysts are reviewing the database to determine if 
collection occun-ed. 

(7) (TSiVOjy.^?i F ' ) Although the metadata foil [telephone intercepts collected 
during^h^uorterl 


(to (1) 

(t.) (3)-P.L. 86-36 


were cancelled. 


Collection was terminated, intercepts were deleted, and repoits 


(8) (TOy/OI//NF )[ 


an analyst in the NSA^ 


itO (1) 

: ')-P.L. 86-36 

'll . ; t)-bO use 3024 (i) 


] improperly disseminated unpublished SIGiNl' obtai ned through FISA 
collection. U.S. person information was passed via email to af"" 


Upon 


(b) (1) 
OGA 


recognition of the violatio n, NSA directed the destructi on of the iaformatiort. The 


jdestroy ed copies of the email [ 




□ 


I J) -P.L. 86-36' 


[ 


(9 ) (Ts . f/smm r 


Jcommunications of U.S, 


persons. All collection ceased w hen an NSA linguist identified the unintentional 
vio iatlonl ~l All U.S. person conversations were deleted from 

th&l [database I 


(b)(3)-P.L. 66-36 


(b)(1) 

(b)(3)-P.L. 86-36 


b) (1) 

ib)(-3)-P.L. 86-36 
lb)(3)-18 use 798 
(b)(3)-50 use 3024(i) 
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